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A Short Chronological List of Widely Reported Incidents of Hacking and Disruption
Feb 2009 |Highly evasive Conficker/Downadup worm infects 12 million computers, stealing information. - BBC
Jun 2008 |"Security Hole Exposes Utilities to Internet Attack" - Associated Press
May 2008 |SCADA vulnerability...control software used by one-third of industrial plants. - SC Magazine
Mar 2008 (Emergency 2-day shutdown of Hatch nuclear plant from software update on one business computer.
Feb 2008 |Retail Chinese digital picture frame virus steals passwords and financial info. - SF Chronicle
Jan 2008  [Hackers turn out the lights in multiple cities and demand extortion payments." - Associated Press
Sep 2007 |DOE Idaho National Lab video shows the remote destruction of a large SCADA controlled generator.
Sep 2007 |Hackers compromise Homeland Security computers, moving information to Chinese websites. - CNN
Jul2007  {3Com's security division demonstrates how SCADA system flaws can be exploited.
Nov 2007 |"Insider Charged with Hacking California Canal System" - ComputerWorld
Nov 2007 |"Solar Sunrise” - Three teenagers penetrate USAF logistic systems at Middle East support bases.
Aug 2007 |"Hackers Take Down the Most Wired Country in Europe" for two weeks. - Wired Magazine
Jun 2006 |"Information on SCADA systems can be found by a determined attacker." - US-CERT
Jan 2006 (Homeland Security Conference - SCADA systems are vulnerable to intrusion. - UrgentComm
Jan 2006 ["SCADA Security & Terrorism: We're Not Crying Wolf" conference presentation. - Xforce Security
Aug 2005 (175 companies including Caterpillar, General Electric, UPS and DaimlerChrysler attacked by Zotob worm.
2003-2005 |Undetected for 2 years, Chinese Army downloads 10-20 terabytes data from Pentagon, DOE, others.
Aug 2003 (CSX loses signaling & dispatch control over 23 state railroad due to a worm virus. - InformationWeek
2003 |"Cyber War" - PBS Frontline documents penetration of US utilities using commonly known methods.
Jan 2003 (Davis-Besse nuclear plant safety monitoring system knocked offline 5-hours by the Slammer worm.
Jan 2003 |"Slammer" worm infects 300,000 computers in the first 15 minutes, interrupting 911 and airlines.
Sep 2001 |"Nimda" worm infects millions of computers causing billions of dollars in damage. Originator unknown.
Jul2001 ["Code Red" worm infects 300,000 computers in a month and then launches an attack on White House web.
Apr 2000 |Hackers succeeded in gaining control of the world's largest natural gas pipeline network (GAZPROM).
Apr2000 |Hacker uses a SCADA system to dump millions of gallons of sewage onto hotel grounds for 3 months.
1998-2000 |"Moonlight Maze" - For two years, hackers penetrated the Pentagon, NASA, DOE, university research labs.
1998  |A 12-year-old hacks into Roosevelt Dam, with complete SCADA system control of massive floodgates.
1997  |"Eligible Receiver" - DOD & Joint Chief Command hacked in 48 hours with publicly available methods.
1997  |A teenager hacks into NYNEX and cuts off air/ground communication to Worchester Airport for 6 hours.
Many more incidents go unreported for reasons of national security or corporate embarrassment. Even more
go undetected. Properly executed, successful hacks are undetectable and untraceable.
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